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Introduction

Cyber Security Attack Defender



Traditional ways in Firewall

• Signature-based

• What if we use information of connection?



Dataset

• Based on DARPA’98 IDS evaluation program

• About 5 million connection records

• Number of columns: 42

• 41 for connection information



Task

• Classify normal / bad connections

• Four types of attack

• DOS: denial-of-service

• R2L: unauthorized access from a remote machine

• U2R:  unauthorized access to local superuser (root) privileges

• probing: surveillance and other probing

• Your Job is to predict the status of a connection :

• Normal

• What type of attack?



Columns Description

• Basic features

• 9 columns

• Content features

• 13 columns based on the action of the connections (ex. 

Login, sudo......)

• Traffic features (2-seconds window)

• 19 columns

• Same host：same destination as the current 

connection

• Same service：same service as the current connection





Attack types

• Four types of attacks included manifold methods of 

malware

• See training_attack_types.txt for details



Submission

• Please label the connection as follows:

• 0 -> normal

• 1 -> dos

• 2 -> u2r

• 3 -> r2l

• 4 -> probe



For your reference…….

• Search for DARPA1998

• A survey of DM and ML methods for Cyber Security 

Intrusion Detection


