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Problem Formulation

AGivena set of training datéw ho hE ho }

AWe want to find a function detecting inpuatis
similarto training data or not.

wsimilar to Anomaly

SIf —> normal
training data Detector

outlier, novelty,

wdifferent from Anomaly exceptions
training data Detector g anomaly

Different approaches use different ways to determine the similarit



What is Anomaly?
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Applications

AFraud Detection )
ATraining data: ;G A

A Ref: https://lwww.kaggle.com/ntnutestimon/paysim1/home
A Ref: https://lwww.kaggle.com/mlgulb/creditcardfraud/home

ANetwork Intrusion Detection

ATraining data: , G A
A Ref: http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html

ACancemDetection
ATraining data; , G

A Ref:https:/iwww.kaggle.com/uciml/breastancerwisconsindata/home



Binary Classification?

AGiven normal datdco Foo FE Fiy } mepEEEEN

AGiven anomalyc hi FE ho } eepNEEEEV
At KSY GNI}IAYAY3I I o0AYl NEB




Binary Classification?
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Go home, everybody!




Binary Classification?

AGiven normal datdco Foo FE Fiy } mepEEEEN

AGiven anomalyc hi FE ho } eepNEEEEV
At KSY GNI}IAYAY3I I o0AYl NEB

w(Pokémon) w(NOT Pokémon)
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Categories
With labels: "
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(none of the tralnlng data is Iabelled

Training data: adzyly2e;
{6 hoo FE hoo }

— Clean: All the training data is
normal.

- <

Polluted: A little bit of
_ training data is anomaly.




Case 1: With Classifier






Source of modehttps://www.kaggle.com/alexattia/thesimpsonscharactersdataset/

character Precision Support

Abraham Grampa Simpson 0.96 47
Apu Nahasapeemapetilon .98 419
Bart Simpson .94 51
Charles Montgomery Burns .92 18
Chief Wiggum .00 50
Comic Book Guy .98 18

Edna Krabappel .98 47

Homer Simpson .94 419
Kent Brockman .00 48
Krusty The Clown .98 51
Lisa Simpson .92 51
Marge Simpson .98 51
Milhouse Van Houten .94 51
Moe Szyslak .98 419
Ned Flanders .89 53
Nelson Muntz .98 45
Principal Skinner .91 55
Sideshow Baob .98 47
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Total .96 890




How to use the Classifier

>
Input

Classifier
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Anomaly Detection:

Classy

Confidence
score C
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How to estimate Confidence

Simpsons 001

—
Chara_c_ter 001
Classifier
0.01

Very Confident

0.24

Simpsons

— Chara_c_ter -
Classifier
0.25

Not Confident

Confidence: the maximum scores
or negative Entropy
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Outlook: Network
for Confidence Estimation

ALearning a network that can directly output
confidence

X P =cp+(l-oy
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TerranceDeVries Graham W. Tayldtearning Confidence for Goft-Distribution
Detection in Neural NetworksarXiv 2018

(not today)



Example Framework

Training Set Imageswof characters from Simpsons.
Each imagevis labelled by its characteds

Train a classifier, and we can obtain confidence
scorew{w) from the classifier.
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Dev Setimagesw

Label each imageis from Simpsons or not.

We can compute th@erformanceof "(3w)

Using dev set to determineand other
hyperparameters.

Testing Setimagesw ==y from Simpsons or not




Evaluation

Accuracy is not a good measureme
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A system can have high accuracy, but
do nothing.
100 Simpsons, 5 anomalies
Most
5 wrong, 100 correct ~ > 0.998




~" Anomaly |_Normal

Detected 1 | 1 | —Falsealarm
NotDet [ 4 | 99

.~
missing 100 Simpsons, 5 anomalies




M e A

Detected 1 Detected
Not Det 4 99 Not Det 3 94

100 Simpsons, 5 anomalies
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M e A

Detected 1 Detected
Not Det 4 99 Not Det 3 94
Cost = 101@ Cost = 603
Cost =401 Cost = 301
Detected Detected
Not Det 1 0 Not Det 100 0
Cost Table A Cost Table B

Some evaluation metrics consider the ranking
For example, Area under ROC cun






