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Problem Formulation 

ÅGivena set of training data ὼȟὼȟỄȟὼ

ÅWe want to find a function detecting input ὼis 
similarto training data or not.

Anomaly
Detector

Anomaly
Detector

normal

anomaly

ὼsimilar to 
training data

ὼdifferent from 
training data

outlier, novelty, 
exceptions

Different approaches use different ways to determine the similarity.



What is Anomaly?
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Applications 

ÅFraud Detection

ÅTraining data: , ὼ: Ǡ
ÅRef: https://www.kaggle.com/ntnu-testimon/paysim1/home

ÅRef: https://www.kaggle.com/mlg-ulb/creditcardfraud/home

ÅNetworkIntrusionDetection

ÅTraining data: , ὼ: Ǡ
ÅRef: http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html

ÅCancerDetection

ÅTraining data: , ὼ: 
ÅRef: https://www.kaggle.com/uciml/breast-cancer-wisconsin-data/home



Binary Classification?

ÅGiven normal data ὼȟὼȟỄȟὼ

ÅGiven anomaly ὼȟὼȟỄȟὼ

Å¢ƘŜƴ ǘǊŀƛƴƛƴƎ ŀ ōƛƴŀǊȅ ŎƭŀǎǎƛŦƛŜǊ ΧΧ

Class 1

Class 2
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Binary Classification?

ÅGiven normal data ὼȟὼȟỄȟὼ

ÅGiven anomaly ὼȟὼȟỄȟὼ

Å¢ƘŜƴ ǘǊŀƛƴƛƴƎ ŀ ōƛƴŀǊȅ ŎƭŀǎǎƛŦƛŜǊ ΧΧ

Class 1

Class 2

ὼ(Pokémon) ὼ(NOT Pokémon)

cannot be considered as a class

9ǾŜƴ ǿƻǊǎŜΣ ƛƴ ǎƻƳŜ ŎŀǎŜǎΣ ƛǘ ƛǎ ŘƛŦŦƛŎǳƭǘ ǘƻ ŦƛƴŘ ŀƴƻƳŀƭȅ ŜȄŀƳǇƭŜ ΧΧ



Categories 

Training data: 
ὼȟὼȟỄȟὼ

With labels: 
ώȟώȟỄȟώ

Classifier

¢ƘŜ ŎƭŀǎǎƛŦƛŜǊ Ŏŀƴ ƻǳǘǇǳǘ άunknownέ 
(none of the training data is labelled 
άǳƴƪƴƻǿƴέ ύ

Open-set Recognition

Clean: All the training data is 
normal.

Polluted: A little bit of 
training data is anomaly.



Case 1: With Classifier



Example Application

ÅFrom The Simpsons or not ὼ

ὼ ὼ ὼ ὼ



ὼ ὼ ὼ ὼ

ώ ώ ώ ώ

Simpsons 
Character 
Classifier

Source of model: https://www.kaggle.com/alexattia/the-simpsons-characters-dataset/



How to use the Classifier

Ὢὼ
ὲέὶάὥὰȟ ὧὼ ‗
ὥὲέάὥὰώȟ ὧὼ ‗

Classifier
Input

x

Class y

Confidence 
score c

Anomaly Detection:
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Character 
Classifier
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How to estimate Confidence

Confidence: the maximum scores

Very Confident

Not Confident

Normal

Anomaly

or negative Entropy



1.00

0.81

0.12

(
)

0.34

0.31

0.10

0.63

0.08

0.03

0.04

0.99



Confidence score 
distribution for characters 
from Simpsons 

Confidence score 
distribution for 
anime characters

Almost

10%



Outlook: Network 
for Confidence Estimation
ÅLearning a network that can directly output 

confidence

(not today)

TerranceDeVries, Graham W. Taylor, Learning Confidence for Out-of-Distribution 
Detection in Neural Networks, arXiv, 2018



Training Set: Images ὼof characters from Simpsons.  

Ὢὼ
ὲέὶάὥὰȟ ὧὼ ‗
ὥὲέάὥὰώȟ ὧὼ ‗

Dev Set: 

Testing Set: 

Each image ὼis labelled by its characters ώ.

Train a classifier, and we can obtain confidence 
score ὧὼ from the classifier.  

Images ὼ

Label each image ὼis from Simpsons or not. 

We can compute the performanceof Ὢὼ

Using dev set to determine ‗and other 
hyperparameters.

Images ὼ from Simpsons or not 

Example Framework



Evaluation

100 Simpsons, 5 anomalies 

‗
ὥὲέάὥὰώ ὲέὶάὥὰ

Accuracy is not a good measurement!

5 wrong, 100 correct

Accuracy: ωυȢςϷ

A system can have high accuracy, but 
do nothing.

0.998

Most 
> 0.998



100 Simpsons, 5 anomalies 

‗

ὥὲέάὥὰώ ὲέὶάὥὰ

Anomaly Normal

Detected 1 1

Not Det 4 99

missing

False alarm



100 Simpsons, 5 anomalies 

‗

ὥὲέάὥὰώ ὲέὶάὥὰ

Anomaly Normal

Detected 1 1

Not Det 4 99

Anomaly Normal

Detected 2 6

Not Det 3 94



Cost Anomaly Normal

Detected 0 100

Not Det 1 0

Cost Table A

Cost Anomaly Normal

Detected 0 1

Not Det 100 0

Cost Table B

Cost = 104 Cost = 603

Cost = 401 Cost = 306

Anomaly Normal

Detected 1 1

Not Det 4 99

Anomaly Normal

Detected 2 6

Not Det 3 94

Some evaluation metrics consider the ranking

For example, Area under ROC curve



tƻǎǎƛōƭŜ LǎǎǳŜǎ ΧΧ


